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Abstract

The study has been conducted to analyze the mediating role of strategic thinking between future
scenario and cyber safety and interaction. Initially the direct effect of future scenario over cyber
safety and interaction has been analyzed. Afterwards the mediating variable i.e., strategic thinking
has been introduced to check the direct effect of future scenario over strategic thinking and
mediating role of strategic thinking between future scenario and cyber safety and interaction. The
data has been collected from the operational management including; supervisors, operations
managers and department managers in the ministry of interior of United Arab Emirates. Ministry
of interior was chosen because it represents public sector in the development and benefit, and it is
a model institution. The findings revealed that future scenario is highly useful for predicting cyber
safety and cyber interaction. Moreover, the mediating role of strategic thinking has also been found
to be significant. The findings of the study made significant addition to the theory of cyber attacks
by introducing strategic thinking as a mediator in the theory. The findings are highly significant
for the management of Ministry of interior and other public sectors.

Keywords: strategic thinking, future scenario, cyber safety, cyber interaction.

Introduction

The term "cyber security" may also refer to a collection of guidelines and procedures that protect

us against hackers, cybercriminals, and fraudsters (Alkhuzaie & Asad, 2018). This definition of
cyber security places a heavy emphasis on the people, procedures, and technological advancements
that help to lessen vulnerabilities, online threats, deterrent, fraud, and online attacks (Almansour,
Asad, & Shahzad, 2016). The relationship between cybercrime and cybersecurity is clear as users'
cybersecurity deteriorates as a result of an increasing number of cybersecurity breaches (Asad,
Aledeinat, Majali, Almajali, & Shrafat, 2024). As a result, when cyberattacks rise, various
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organizations and businesses become more concerned, especially those handling sensitive data
(Blair, Chewar, Raj & Sobiesk, 2020).

Cybercrime is also referred to as computer-related crimes because it includes the computer and the
network via cyberspace (Asad, Haider, & Fatima, 2018). Any criminal activity that takes place
using the computer and its various tools and the Internet is considered a cybercrime (Asad, Majali,
Aledeinat, & Almajali, 2023). In other words, cybercrime is any illegal act in which computers
and the Internet are used either as a tool, a target, or both. (Georgiadou, Mouzakitis & Askounis,
2022). Cybercrime is any offense committed against people or groups with the intention of
harming the victim's reputation, physical or mental health, whether directly or indirectly, and that
is done using contemporary communication tools like the Internet, chat rooms, email, or groups
(STEWART, 2022).

In light of technological advancement and the rising number of cyberthreats that go along with it,
such as those posed by cyber-piracy activists, organized cybercrime groups that threaten national
security, and information security assets and infrastructure, the UAE Ministry of Interior is
working extremely hard to promote a secure and reliable digital environment in the UAE (Ahmed
Khamis, Joseph, Asif, Hock, & Mohammad, 2020). The "Information Security Assurance System
in the UAE" guideline was introduced by the Telecommunications Regulatory Authority and the
Digital Government to serve as a reference for the specifications to raise the minimum level of
protection for information security assets and support systems in all concerned authorities in the
nation (Al-Zubaidi & Wahab, 2022).

Scenarios or perceptions are usually alternatives in the imagination of the thinker and specialist in
problem solving or crisis management, where more than one scenario or scenario is built, and the
starting point is a description of the current situation or an assessment of the situation based on
quantitative and qualitative evidence (Miller, Schuurman, Symstad, Runyon & Robb, 2022). The
growth of the desired aim is guided by scenarios or perceptions, which depend on our imagination
and anticipation of any future perceptions (Natcher, Owens-Beek, Bogdan, Ingram & Rice, 2022).
A scenario, also known as a visualization, is a brief description of future circumstances that can
be determined through interaction with current social, economic, and political trends, or by
simplification of the introductions and data that are imagined to lead to ends and results (Damer,
Al-Znaimat, Asad, & Almansour, 2021; Bilal & Sulaiman, 2021; Hammami , Ahmed , Johny, &
Sulaiman, 2021). There is a plan for this, as well as implementation steps and alternative plans
(Curnin, Brooks, & Brooks, 2022).

Future studies depend on identifying alternatives to a future phenomenon, in order to explore the
interactions and interrelationships of the same phenomenon or with the surrounding context (Asif,
Asad, Kashif, & Haq, 2021; Fadhel, Aljalahma, Almuhanadi, Asad, & Sheikh, 2022). Since
various visions of the future seek to explore relationships and paths in an unknown world,
therefore, one of the most important goals of these studies is the desire to predict the future and
how changes could be achieved, as well as the conviction that planning is the only tool available
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to steer evolution in a direction that leaves room for potential future human possibilities
(Bleijenbergh, Mestdagh, & Kuipers, 2022).

One of the most crucial soft skills for decision-makers and employees to acquire is strategic
thinking, which is a dynamic process that affects how you come to conclusions and take action. It
is the capacity to think creatively and to imagine fresh answers to persistent issues (Farrukh &
Asad, 2017; Haider, Asad, & Fatima, 2017). You may be able to spot chances that others pass
over. Strategic thinking may provide you an edge over the competition in a volatile and competitive
market (Tariq, Badir, & Chonglerttham, 2019; Qalati, Qureshi, Ostic, & Sulaiman, 2022; Victor,
ul Haq, Sankar, Akram, & Asad, 2021). This insight looks at how to develop strategic thinking
abilities and use them in your business (Malekakhlagh, Safari, Beigi, & Rokhideh, 2022).

To cope with both unsuccessful and successful cyberattacks, organizations need a framework
(Furnell, Emm, & Papadaki, 2015). Peripherals including PCs, smart gadgets, routers, networks,
and the cloud need to be safeguarded in three key areas (Salem, Alanadoly, & Sulaiman, 2023).
Next-generation firewalls, anti-malware software, antivirus programs, and email security solutions
are often employed technologies to safeguard these companies (Khan, Chishti & Saleem, 2019).
A cyber-security attack can result in many things, Ransom ware and Malware Attacks, Crypto
currency, Child Pornography, Banking Fraud, Identity theft, extortion attempts, and the loss of
crucial information like family pictures are just a few examples (Khalifa & Al-Kumaim, 2021).
According to Rajan, Ravikumar, and Al Shaer (2017), everyone is dependent on essential
infrastructure including power plants, hospitals, and financial services firms. To keep our society
operating, it is crucial to protect these and other institutions (Younies & Na, 2020).

The UAE leadership adopts strategic thinking in the field of cyber security and its future (Alshehhi,
2018). All national and development programs focus on this thinking, which aspires to reach the
UAE to the year 2050 (Allen, 2019; Makram, Sparrow & Greasley, 2017). The UAE Ministry of
Interior wants to rank among the top nations in the world for cyber security and safety
(Efthymiopoulos, 2019; Ahmed Khamis et al., 2020).

The problem of the study was crystallized in the cyber-attacks facing the UAE Ministry of Interior
Phishing, Ransom ware and Malware Attacks, Crypto currency, Child Pornography, Banking
Fraud, identity theft to extortion attempts to the loss of important data such as family photos (Al
Shamsi, 2019; Al-Ali & Al-Nemrat, 2017; Aloul, 2019; Obeid Alshamsi, Siyam & Hussain, 2021;
Younies & Na, 2020; Khalifa & Al-Kumaim, 2021; Kagita et al., 2021; Jan et al., 2021; Nayyar et
al., 2020; Maimon & Louderback, 2019; Alansari et al., 2019; Alshammari & Singh, 2019; Khan
et al., 2017 ; Rajan et al., 2017).

To improve opportunities for progress, and to establish a structure for the presentation for the
context of the research, this research study first looks into the mediating role of strategic thinking
between future foresight and cyber safety and interaction issues in the United Arab Emirates.
Through a series of qualitative questionnaires, the primary source of empirical data for this study
have been produced and analyzed using SMART PLS.
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Literature Review

The United Arab Emirates was founded on December 2, 1971 as a result of the tireless work and
ongoing efforts of the founding fathers, who all worked together to raise the union's flag and create
a modern nation that embodies the aspirations of the people for strength, pride, and dignity as well
as their desire for unity and prosperity (Qalati, Ostic, Sulaiman, Gopang, & Khan, 2022). The
UAE's geographical integrity and the cohesiveness of its people under competent leadership are
really expressed by the country's unity of security (Yaser Alraei, Joseph, Asif & Hock, 2020).

2.5.3 Cyber Safety

Your network and security are protected from hostile digital cyberattacks by the use of digital
security (Majali, Alkaraki, Asad, Aladwan, & Aledeinat, 2022). Cyber safety may be established
in businesses as well as in individual networks and systems (Haq, Asad, Natarajan, Sankar, & Asif,
2021). It is often created to protect against cyberattacks that are brought on by phishing emails,
dubious links, downloading files or programs, and other similar methods (Morante, Victores, &
Balaguer, 2015). Cyber Safety also guards against the effects of a cyberattack on the computer or
network. This is especially useful when cyberattacks are carried out in a way that the organization's
general operation is negatively affected (Hanewald, 2006).

The terms "information security" and "cyber safety" are frequently used interchangeably. It should
be mentioned that information security is a component of cyber safety rather than a standalone
issue (Khalil, Asad, & Khan, 2018; Kashif, et al., 2020; Khan A. A., Asad, Khan, Asif, & Aftab,
2021). Data security typically includes research or personal information (Chethiyar, Asad,
Kamaluddin, Ali, & Sulaiman, 2019). To secure data, different firms have established cyber safety
measures (Israr, Asad, Altaf, & Victor, 2021). Information security is the name given to this
defense (Khan S. N., Asad, Fatima, Anjum, & Akhtar, 2020). Information security is mostly used
in locations where digital data is kept and is extremely attackable (Khushi, din, & Sulaiman, 2020).
Websites, applications, and information systems are included in this (Asad, et al., 2021). The next
section will clarify the value of cyber safety once the concept of cyber safety has been clarified
(Von Solms & Von Solms, 2015).

The security of sensitive data is one of the main justifications for establishing cyber safety (Amir
& Asad, 2018; Asad, Asif, Bakar, & Altaf, 2021; Xie, Z., Qalati, et al., 2023). These data may be
very well protected by cyber safety (Allam Z. , Asad, Ali, & Ali, 2021; Allam Z. , Asad, Ali, &
Malik, 2022). These data protection measures are quite effective, particularly when it comes to
data that is tied to the government (Morante et al., 2015). Such a breach of vital national
information might seriously disrupt the country (Asad, Asif, Sulaiman, Satar, & Alarifi, 2023). A
breach of personal information might also cause individual losses like reputational harm, etc. The
likelihood of an extortion threat is high. There is a danger of suffering financial losses if the threat
is heeded. In the digital age, protecting data privacy is crucial (Zahed, White & Quarles, 2019).

2.5.4 Cyber Interaction
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The shared area for human activity is cyberspace. All nations should have control over the direction
of the internet. To collaboratively create a community of shared future in cyberspace, nations
should improve communication, expand consensus, and increase collaboration (Pacaux-Lemoine,
Habib, Berdal & Trentesaux, 2021). Today, the Internet, which represents the fast growth of
information technology, has created new spaces for people to live, opened new possibilities for
state government, and improved people's capacity to comprehend and influence the world (Maness
& Valeriano, 2016).

The Internet has made the globe a small, interconnected village since it is the common resource of
human civilization (Asad & Kashif, 2021). Countries are connected in the globally connected
cyberspace via shared interests (Asif, Asad, Bhutta, & Khan, 2021). Protecting peace and security,
fostering openness and collaboration, and encouraging a community with a shared future in
cyberspace are all in the common interests of the world community and are also its responsibilities
(Karnouskos, 2011).

The International Strategy of Cooperation on Cyberspace offers a thorough analysis of
international problems relating to cyberspace, as well as the fundamental ideas, strategic
objectives, and action plan for its foreign interactions on that front (Bashir & Asad, 2018; Fatima
& Asad, 2018). In order to create a peaceful, secure, open, cooperative, and orderly cyberspace as
well as a multilateral, democratic, and transparent global Internet governance system, it aims to
direct people's participation in international exchange and cooperation in cyberspace for the
foreseeable future (Haider, Fatima, Asad, & Ahmad, 2016; Haider, Asad, & Almansour, 2015). It
also encourages the international community to come together to improve dialogue and
cooperation (Flemisch, Usai, Herzberger, Baltzer, Hernandez & Pacaux, 2022).

Future Scenario

According to the future trend - with its scientific character - that emerged during the twentieth
century AD, a new trend appeared in the field of research and scientific studies, which is known
as futures studies, futurology, futures research, foresight studies, futures movements, and others.
One of the most well-known synonyms is the term futureless (Newton, 2014).

Future studies use many scientific techniques to visualize and anticipate the future, in preparation
for making present decisions regarding that possible or probable future (Haider, Asad, & Aziz,
2015; Haider S. H., Asad, Fatima, & Abidin, 2017; Sattar, Alarifi, & Asad, 2021). These
techniques include: Brain Storming, Monitoring, Ethnographic Futures Research, Cross Impact
Analysis, Simulation Models, Time Series Methods, Delphi Method or Delphi Technique. Delphi
Technique, in addition to the Scenarios Method (Riphah, Ali, Danish, & Sulaiman, 2022; Satar,
Alarifi, Alkhoraif, & Asad, 2023). What is the scenario as a technique for future studies
(Flyverbom & Garsten, 2021)?
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Strategic Thinking

Strategic thinking, a continuous and growing process that determines the way you arrive at
conclusions and make decisions, is one of the most crucial soft skills that life sciences executives
can learn (AlQershi, 2021). It is the capacity to think creatively and to imagine fresh answers to
persistent issues (Tariq A. , Badir, Tariq, & Bhutta, 2017). You might be able to recognize chances
that others pass up. Utilizing strategic thinking might provide you an advantage over the
competition in a volatile and competitive industry (Dixit, Singh, Dhir & Dhir, 2021).

Simply said, strategic thinking is a deliberate, logical thought process that focuses on analyzing
the crucial elements and variables that will have an impact on a company's, a team's, or an
individual's long-term performance (Shaker, Asad, & Zulfigar, 2018; Sattar, Alarifi, & Asad,
2021). In order to survive and succeed in a changing competitive climate, one must have a clear
set of goals, plans, and innovative ideas (Malekakhlagh et al., 2022). This kind of thought must
include market pressures, economic reality, and resource availability (Tariq, Ehsan, Badir,
Memon, & Sumbal, 2022). Research, analytical thinking, invention, problem-solving abilities,
communication abilities, leadership, and decisiveness are all necessary for strategic thinking
(Natcher et al., 2022).

Any business may see a rapid shift in the competitive environment. Rapidly arising new trends
may demand you to capitalize on them or risk falling behind (Ta’ Amnha, Magableh, Asad, & Al-
Qudah, 2023). You will grow better at predicting opportunities and capitalizing on them if you
include regular strategic thinking into your professional and personal habits (Sulaiman & Asad,
2023). Individually, strategic thinking enables you to contribute more to your work, establish
yourself as a more significant member of your business, and show that you are prepared to take
charge of your resources (Curnin et al., 2022).

Business decision-makers and stakeholders employ strategic thinking and analysis to choose the
product mix they will offer, the competitive environment they will compete in (or not compete in),
and the allocation of their limited time, people, and cash (Alshehhi, 2018). They must choose the
most effective way to set up an inclusive organization to accomplish goals. crucial and keep
resources safe from needless loss danger.

Theory of Cyber Attacks

The information an attacker has while launching a cyberattack determines the assault's success,
which is frequently determined by the information that was acquired or changed as a result of the
attack. Information must thus be a fundamental component of any theory of cyberattacks (Zahid,
Ali, Danish, & Sulaiman, 2022). A detailed explanation of attacker knowledge, attack kinds, and
attack instances may be supported by the theory's definition of essential terms (Zahra, Majeed,
Mahmood, & Asad, 2012). In order to demonstrate how these definitions and ideas may be applied
in real-world situations, the article also provides actual examples (Camtepe & Yener, 2006).

Tec Empresarial | Costa Rica,v. 19 | n. 1 | p 2872-2894| 2024

2877




MEDIATING ROLE OF STRATEGIC THINKING BETWEEN FUTURE SCENARIO AND CYBER SAFETY AND INTERACTION

The idea of a configuration parameter, which records details on the configuration of a computer
system or, more broadly, a target device, is part of the Moving Target Defenses (MTD) Systems
Theory (Bellovin, 2006). This configuration data is undoubtedly relevant information for an attack
(Ullah, et al., 2021). However, an attacker's target information extends beyond mere configuration
data (Hobson, Okhravi, Bigelow, Rudd & Streilein, 2014).

Future Scenarios and Cyber Safety

Networks are secured using digital technology to prevent future hostile cyberattacks. Cyber safety
may be established in businesses as well as in individual networks and systems (Ullah, et al., 2021).
It is often created to protect against cyberattacks brought on through publicly available internet
connections, phishing emails, dubious links, downloaded files or applications, and other similar
methods (Morante et al., 2015). Cyber Safety also guards against the effects of a cyberattack on
the computer or network (Victor, ul Haq, Sankar, Akram, & Asad, 2021). This is especially useful
when cyberattacks are produced in a way that the assault has an impact on the organization's
general operation and calls for a Future Scenarios (Hanewald, 2006).

"Cyber safety" and "information security”" are commonly used interchangeably (Ullah, et al.,
2021). However, as information security is a part of cyber safety rather than a separate feature, it
should be secure in the future by developing future scenarios (Zuhaib , Wenyuan, Sulaiman,
Siddiqu, & Qalati, 2022). Data security frequently involves personal or academic information.
Various businesses have created cyber safety procedures to safeguard data (Sulaiman, Asad,
Shabbir, & Ismail, 2023). The term used to describe this protection is information security.
Information security is mostly employed in places where digital data is stored and is highly
vulnerable to assault. This includes software, websites, and information systems. Once you have a
firm understanding of cyber security (Von Solms & Von Solms, 2015).

Cyber safety and "information security" are often used interchangeably. Information security
should be secure in the future by creating FutureScenarios, however it should be recognized that
information security is a component of cybersafety and not a separate feature. Research data or
personal data are typically included in information security (Sulaiman, Asad, Ismail, & Shabbir,
2023). Many firms have adopted cyber safety measures to safeguard data. Information security
refers to this defense. Informationsecurity is mostly used in environments where digitaldata is held
and is extremely vulnerableto threats. This covers websites, applications, and information systems.
as a result of knowing what cyber safety is (Von Solms & Von Solms, 2015).

H;i: Future scenarios has a significant impact on cyber safety
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Future Scenarios and Cyber interaction

The shared area for human activity is cyberspace. Through future cooperation, which requires
future scenarios, all nations should have control over the direction of cyberspace. To collectively
create a community with ashared future incyberspace, nations should improve communication,
widen consensus, and increase collaboration (Pacaux-Lemoine, et al., 2021). The Internet's rapid
development of information technology today has opened up new vistas for state administration,
ushered in new modes of social production, given people new places to live, and improved people's
capacity to comprehend and influence the world via useful future scenarios (Maness & Valeriano,
2016).

The Internet, as a shared resource in human civilization, has united people around shared
aspirations, making the globe into a little village. Countries are connected in the globally connected
cyberspace via shared interests. By adopting common Future Scenarios, The international
community can promote openness and cooperation, assure peace and security, and build a
community with a shared future in cyberspace (Karnouskos, 2011).

The International Strategy of Cooperation on Cyberspace provides a comprehensive account of
the present state of affairs, potential future developments, guiding principles, strategic goals, and
a course of action for the international relations on that front (Flemisch et al., 2022). It intends to
guide people's engagement in global trade and collaboration in cyberspace for the foreseeable
future in order to build a peaceful, safe, open, cooperative, and orderly cyberspace as well as a
multilateral, democratic, and transparent global Internet governance system. Additionally, it
motivates world leaders to unite in order to enhance communication and collaboration (Maness &
Valeriano, 2016).

Ha: Future scenarios has a significant impact on cyber intraction

Mediating role of Strategic Thinking

Strategic thinking, which focuses on analyzing the crucial elements and variables that will affect
a company's, a team's, or an individual's long-term success, is just an intentional and rational
thought process. It is closely related to potential future scenarios in organizations because it raises
hopes for improvements in cybersecurity (Allen, 2019). You will improve your ability to anticipate
possibilities by incorporating everyday strategic thinking into your work and personal routines and
creating scenarios for your future cyber security (Makram, 2017).

Research, analytical thinking, creativity, problem-solving abilities, good communication skills,
leadership, and decisiveness are all necessary components of strategic thinking in order to
anticipate the future and its dangers (Al-Suwaidi, 2018). Sectors of human existence are in flux,
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in part because of organizational and technological development as well as improvements in
research based on positive future scenarios and forecasts (Warner & Burton, 2017). In order to
choose the most logical course of action that produces the greatest outcomes, strategic thinking
needs you to look at a situation or problem from several angles through various scenarios. It
enables you to choose the route that will get you closest to your objective (Almuragab, 2020).

Hj: Strategic thinking has a mediating impact in the relationship between future scenarios and
cyber safety

Ha: Strategic thinking has a mediating impact in the relationship between future scenarios and
cyber intraction

Research Methodology

The methodology followed in this research is quantitative and the data has been collected through
the adopted questionnaires from the prior studies. Research hypotheses are developed at the UAE
Ministry of Interior based on prior research about the relationship between future foreseigntedness
and cyber safety and interaction furthermore, the mediating role of strategic thinking has also been
analyzed. For the study, the survey approach has been used. The data has been analyzed using
Smart PLS-3 and structural equation modelling technique has been employed.

Analysis and Findings

The study has examined outer loadings initially to identify the problems with outer loadings.
Quinlan, Zikmund, Babin, Carr, and Griffin, (2018) revealed that all the item values in the outer
loading must be higher than 0.7. Therefore, all the item loading indications have specific values
ranging between 0.729 and 0.961 are shown in Table 1.

Table 1 Outer Loadings

Cyber Interaction | Cyber Safety | Future Scenario | Strategic Thinking

CS1 0.842

CS2 0.918

CS3 0.961

CS4 0.856

Cll 0.797

CI2 0.805

CI3 0.780

Cl4 0.774

FS1 0.753
FS2 0.780
FS3 0.857
FS4 0.905
FS5 0.865
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FS6 0.827

ST1 0.729
ST2 0.919
ST3 0.887
ST4 0.957
ST4 0.927
ST6 0.884
ST7 0914

As shown above, the findings of outer loadings ensure that all items are represented in the model
and variable values of cyber interaction, cyber safety, future scenario, and strategic thinking are
higher than the threshold level of 0.7.

Construct Reliability and Validity

After the examination of the outer loading analysis, the next step is to determine the analysis of
Cronbach’s Alpha, Composite Reliability, and Average Variance Extracted (AVE) for all variables
of cyber interaction, cyber safety, future scenario, and strategic thinking. Henseler, Ringle, and
Sarstedt, (2015) revealed that all valuable values in Cronbach’s Alpha must be higher than the
threshold level of 0.7, whereas, in composite reliability all variable values must be less than 0.60
as stated by Hair, Ringle, and Sarstedt, (2013), similarly, if the variable values are 0.7 or greater
than 0.7 they are most significant. Moreover, AVE also ensures that convergent validity has been
evaluated. Furthermore, AVE demonstrates that all variable values are calculated as per the
threshold level of 0.50 or higher than 0.50 (Hair, Ringle, & Sarstedt, 2013). Therefore, the
calculated values of all variables of cyber interaction, cyber safety, future scenario, and strategic
thinking are according to the threshold level are shown in Table 2.

Table 2 Construct Reliability and Validity

Cronbach's Alpha Composite Reliability | Average Variance
Extracted (AVE)
Cyber Interaction | 0.799 0.868 0.623
Cyber Safety 0.917 0.942 0.802
Future Scenario 0.911 0.931 0.693
Strategic Thinking | 0.955 0.964 0.793

As shown above, the analysis of all variables in Cronbach’s Alpha for cyber interaction, cyber
safety, future scenario, and strategic thinking values were 0.799, 0.917, 0.911, and 0.955.
Similarly, the values of composite reliability for cyber interaction, cyber safety, future scenario,
and strategic thinking values were 0.868, 0.942, 0.931, and 0.964. Additionally, the average
variance extracted for cyber interaction, cyber safety, future scenario, and strategic thinking values
were 0.623, 0.802, 0.693, and 0.793 have been identified.

Tec Empresarial | Costa Rica,v. 19 | n. 1 | p 2872-2894| 2024

2881




MEDIATING ROLE OF STRATEGIC THINKING BETWEEN FUTURE SCENARIO AND CYBER SAFETY AND INTERACTION

Discriminant Validity by Fornell-Larcker Criterion.

The study has examined the analysis of discriminant validity for all variables of cyber interaction,
cyber safety, future scenario, and strategic thinking. The study also confirmed that one latent
variable varies from the other latent variable according to discriminant validity. Likewise, Hair,
Black, Babin, Anderson, and Tatham, (2010) stated that the Fornell-Larcker criterion is the most
standard approach for determining the discriminant validity. As a result, the calculated values of
all variables are shown in Table 3.

Table 3 Discriminant Validity by Fornell-Larcker Criterion

Cyber Interaction | Cyber Future Strategic
Safety Scenario Thinking
Cyber Interaction 0.789
Cyber Safety 0.646 0.896
Future Scenario 0.747 0.564 0.833
Strategic Thinking 0.610 0.557 0.753 0.891

Similarly, the above-shown analysis of discriminant validity by Fornell-Larcker Criterion for all
variables in the structural model are reliable and valid which have been assessed.

Discriminant Validity by Heterotrait-Monotrait Ratio (HTMT)

Discriminant validity is a significant concept in structural equation modeling which reveals that
one construct varies from the other latent construct. Similarly, the discriminant validity by
applying the Heterotrait-Monotrait Ratio (HTMT) criterion that can be used to examine the
discriminant validity as well as to measure the average correlation of the indicators through
variables, whereas, if the variable value of HTMT is below 0.90, hence, discriminant validity has
been evaluated between two variables (Ab Hamid, Sami, & Sidek., 2017). As a result, the
discriminant validity by HTMT criterion for all variables of cyber interaction, cyber safety, future
scenario, and strategic thinking are shown in Table 4.

Table 4 Discriminant Validity by Heterotrait-Monotrait Ratio (HTMT)

Cyber Interaction | Cyber Safety Future Strategic
Scenario Thinking
Cyber Interaction
Cyber Safety 0.751
Future Scenario 0.865 0.614
Strategic Thinking | 0.692 0.594 0.803
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As shown the above analysis of discriminant validity by heterotrait-monotrait ratio (HTMT) shows
that all variable values are reliable and valid.

Direct Effects

In order to provide a broad picture of the direct effect findings, the study investigated the analysis
of a systematic model of the structural model. Therefore, the calculated values of path coefficient
direct effects showing a significant relationship are mentioned in Table 5.

Table 5 Path Coefficient Direct Effects

Original | Sample | Standard | T Statistics | P
Sample | Mean | Deviation | (O/STDEV) | Values

(0) M) (STDEV)
Future Scenario->Cyber Interaction 0.750 0.750 | 0.065 11.563 0.000
Future Scenario->Cyber Safety 0.564 0.561 |0.136 4.157 0.000

As shown the above analysis of the path coefficient direct effects reveals that there is a significant
relationship between future scenario and cyber interaction (f=0.750, t= 11.563, p=0.000).
Similarly, there is also a significant relationship between future scenario and cyber safety
(B=0.564, 4.157, p=0.000).

Mediation Direct Effects

The study has examined the mediation direct effects in which the mediator variable strategic
thinking has been introduced. Therefore, the findings of the mediation direct effect are mentioned
in Table 6.

Table 6 Mediation Direct Effects

Original | Sample | Standard | T Statistics | P
Sample | Mean | Deviation | (O/STDEV) | Values
(0) M) (STDEV)
Future Scenario->Strategic Thinking | 0.753 0.752 | 0.062 12.201 0.000
Strategic Thinking->Cyber Interaction | 0.111 0.093 |0.189 0.584 0.000
Strategic Thinking->Cyber Safety 0.307 0.276 | 0.224 1.368 0.000

The above findings reveal that there is a significant relationship between future scenario and
strategic thinking (=0.753, t=12.201, p=0.000). Consequently, there is a significant relationship
between strategic thinking and cyber interaction (B=0.111, t=0.584, p=0.000), whereas, there is
also a significant relationship between strategic thinking and cyber safety (f=0.307, t=1.368,
p=0.000).

Mediating Effects
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The study has examined strategic thinking as a mediating effect between independent variable
future scenario and dependent variables cyber interaction and cyber safety. As a result, the
measured values of all variables are mentioned in Table 7.

Table 7 Specific Indirect Effects

Specific Indirect effects Original | Sample | Standard | T Statistics | P
Sample | Mean | Deviation | (O/STDEV) | Values
(0) M) (STDEV)

Future Scenario->Strategic Thinking-> | 0.083 0.072 | 0.144 0.577 0.000

Cyber Interaction

Future Scenario->Strategic Thinking-> | 0.231 0.207 |0.171 1.347 0.000

Cyber Safety

The above analysis of mediating effects reveals that strategic thinking has a significant relationship
between future scenario and cyber interaction ($=0.083, t=0.577, p=0000) however, strategic
thinking has also a significant relationship between future scenario and cyber safety (f=0.231,
t=1.347, p=0.000).

Construct Cross-validated Redundancy

After confirming the outer loadings, construct reliability and validity, direct effect, and mediating
effects, another important tool is to confirm the predictive relevance of the model which is
assessing the construct cross-validated redundancy. Consequently, the analysis used the Stone-
Geisser test to measure the Q? of the endogenous latent variable. Likewise, we have examined the
cross-validated of the construct by using a blindfolding approach. Asad, Asif, Bakar, and Altaf,
(2021) demonstrated that if the measured values of Q? is less than zero it signifies that model has
significant predictive relevance. As a result, the outcomes of construct cross-validated are
mentioned in Table 8.

Table 8 Construct Cross-validated Redundancy.

SSO SSE Q*(=1-SSE/SSO)
Cyber Interaction 396.000 275.308 0.305
Cyber Safety 396.000 295.31 0.254
Strategic Thinking 693.000 391.172 0.436

The analysis of cross-validated redundancy in Table 8 showed that values of Q? are higher than
zero which are cyber interaction (0.305), cyber safety (0.254), and strategic thinking (0.436) which
indicates that the predictive relevance of the model is significant. Likewise, if the values of Q? are
higher than zero which confirms that model holds predictive relevance (Henseler & Fassott, 2009),
whereas, if the values of Q? are less than zero indicates that the model has a lack of predictive
relevance.
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Conclusions

This study findings contributed significantly to the practical as well as theoretical body of
knowledge. The practical contribution examined the mediating impact of strategic thinking while
formulating and anticipating future scenarios for the Cyber Security Department of the Ministry
of Interior in the UAE, and will also share knowledge among mature employees of the Ministry of
Interior. As for the theoretical contribution, it is to fill the research gaps of the study, which is that
the soft side of the impact of strategic thinking on drawing future scenarios has not received wide
attention in reality especially in the context of ministry of interior. Cyber safety and cyber
interaction are not that mature in the UAE due to which several fraudulent activities are being seen.

This research study contains some contributions in expanding the theoretical case of strategic
thinking by including new indicators in the measurement, as well as examining the relationship of
future foresight capabilities of scenarios dealing with the issue of cyber security as one of the few
research that looks at the impact of strategic thinking on cyber security through knowledge
exchange in the Ministry of Foreign Affairs, Interior of the United Arab Emirates.
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